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1. Overall Description:

SA3 would like to thank RAN2 for their LS on S-TMSI in RAN paging (S3-16yyyy/R2-167293).

1.1 On using S-TMSI
SA3 has privacy concerns with using the S-TMSI in RAN paging in general, because doing so will increase the existing threat that allows an attacker to track the subscriber using "non-changing" GUTI/S-TMSI, see [1]. 
Using the S-TMSI in RAN paging while MME being in control (i.e. if MME has mechanism to know how many times and how long the S-TMSI has been used in RAN paging) is better, but still not encouraged. The reason is following:

· for a practical "light-connected" mode, the same S-TMSI may be used several times and for several hours or days. Therefore, the risk of subscriber being tracked still remains. 
· furthermore, if the MME decides to change the S-TMSI often, for example once every several minutes, then the UE has to transit from "light-connected" to connected mode, which defeats the whole purpose of "light-connected" mode. 
SA3 also want to inform RAN2 that, in NextGen, SA3 is discussing on solutions to refresh the S-TMSI frequently in order to enhance subscriber's privacy. 

1.2 On using RAN identifier
The alternative method mentioned in (S3-16yyyy/R2-167293), i.e. using a RAN identifier allocated by the “anchor eNB" is recommended if the RAN identifier is transmitted to the UE in confidentiality and integrity protected message. Doing so will prevent the attacker from linking the RAN identifier to the S-TMSI and hence will increase the privacy assurance. 

If the anchor eNB needs assistance from the MME to reach the UE, and if S-TMSI needs to be involved somehow, it is recommended that the MME is in control of refreshing the S-TMSI, as mentioned in 1.1.
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2. Actions:

To RAN WG2 group.

ACTION: 
SA3 kindly asks RAN2 group to take the above into consideration.
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